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SSH Dynamic Port Forwarding
● Dynamic port forwarding configures a local port for 

tunnelling data to multiple remote IP 
Addresses/Ports. 

● The client application connecting to local port use 
the SOCKS protocol. 

● The SOCKS proxy is located on the client side to 
specify where the traffic should be sent when it 
leaves the other end of the ssh tunnel.

● This technique is support with open/free software 
on virtually all platforms that supports ssh and fire-
fox. 



  

How it works

http://chamibuddhika.wordpress.com/2012/03/21/ssh-tunnelling-explained/



  

Android Example

● What you need:
● ConnectBot – Google Play

● Firefox – Google Play



  

Android Setup
● Install ConnectBot & Firefox
● Configure a Dynamic Tunnel to your ssh 

server 
● Local port 8080

● Configure Firefox to use a socks proxy to 
localhost port 8080

● Configure Firefox for DNS Lookup through 
the proxy server

● Test your IP addres



  

Configure ConnectBot



  

Configure ConnectBot

Menu



  

Configure ConnectBot

Menu



  

Configure ConnectBot



  

Configure ConnectBot

Long Press to Select Connection



  

Configure ConnectBot

You can configure Pubkey authentication!  Use Post-login 
automation to run a command on connect.



  

Configure ConnectBot

Remove Start Shell for Tunnel Only, Stay connected will 
retry if tunnel closes



  

Configure Firefox

There are no user settable proxy settings available with FF Android



  

Configure Firefox

FF supports proxy, but you have to set the values through about:config



  

Configure Firefox

FF supports proxy, but you have to set the values through about:config

Blank

Blank

Match Tun-
nel Port

Set True



  

Configure Firefox

FF supports proxy, but you have to set the values through about:config

Blank

Must be 1
0=none
1=Manual
5=System



  

Test your connection

Your IP Address should be the address of your ssh server



  

Closing the Tunnel

Go back to ConnectBot and tap menu and disconnect.



  

Closing the Tunnel

That's it!



  

Windows Approach

● What you need
● Putty

● Firefox 

● We will assume you already have these.



  

Configure PUTTY session



  

Port forward should look like this.

Make what ever other changes are needed for 
Putty and save sessions



  

Check PUTTY Event Log



  

Configure Firefox to use local 
Socks Proxy



  

Set Firefox to use proxy for DNS



  

Set option to true

Right Click->
Toggle



  

Test your IP



  

Warnings!

● These settings ONLY affect Firefox!

● Add-ons, such as Flash may bypass proxy settings!

● Other apps will not know about the proxy and may 
bypass it entirely – leaving you defenseless.

● If you are rooted you can try tsocks to direct all traffic 
via socks. (I have never done this)

● For windows, there are several Socks Proxy Capture 
(SocksCap, WideCap, etc) to make non-socks apps 
socks complaint.
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