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Technology in Our Changing Society
Technology for Managers

Web Development
& Advanced Web Development

From Blogs to Wikis:
Building Community

in a Virtual Environment
Technology & the Law

Practical Security
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Senior Attorney,
2006–Present
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Courts & Civil Liberties
National Security,

Civil Liberties
& the Law

Gender & Law 
Sexuality & Law

Technology & the Law
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Legal Director of ACLU-EM
1997-2005
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Technology
never gets worse.
It only gets better.

Bruce Schneier
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You have zero privacy anyway.
Get over it.

Scott McNealy,
SUN, 1999
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Any unencrypted message
sent over the Internet

is being delivered
to every intelligence service

in the world.

Edward Snowden, 
August 13, 2013
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What’s a packet sniffer?
A program and/or device
that monitors the data

passing through a network
ü Where data is coming from

ü Where data is going
ü What the data is
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www.wireshark.org
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PRISM enables
“collection directly from the servers”

of online companies
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“extensive, in-depth surveillance
on live communications
and stored information”

Can acquire communications
that were encrypted

while traveling over the Internet
once they’re on servers
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“98 percent of PRISM production
is based on

Yahoo, Google and Microsoft”
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Accounts for 91%
of NSA’s Internet traffic

acquired under FISA § 702
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Available to low-level NSA analysts
No court approvals needed

Don’t need supervisor approval
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Must ignore US citizen’s data
if analyst is at least 51% sure

he’s American
Training materials say

analysts should periodically report
accidental collection of citizen data,

but if they do collect it,
“it’s nothing to worry about”
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July 17, 2013
John C. Inglis, Deputy Director, NSA

NSA analysts can perform
“a second or third hop query”

through data
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Hop 1
A suspect’s contacts

↓
Hop 2

Hop 1’s contacts
↓

Hop 3
Hop 2’s contacts
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2011
University of Milan researchers

calculate that on average
everyone on the Internet is

4.74 steps away
from anyone else

Assuming the average person
calls 40 people,

a 3-hop analysis allows the NSA
to mine data on 2.5 M Americans 

when investigating 1 suspect
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Secret FISA Court documents
show that data gathered

about U.S. citizens
must be destroyed
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Secret FISA Court documents
show that data gathered

about U.S. citizens
must be destroyed

… unless circumstances exist
in which it can be

collected, retained, & used
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NSA can store
“inadvertently acquired”
domestic communications

if they contain:
✓ Foreign intelligence information

✓ Evidence of a crime
✓ Threats of serious harm

✓ Encrypted communications
✓ Any other information

that could aid
the NSA’s electronic surveillance
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June 29, July 9, August 31, September 9

Who has the NSA been spying on?
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France
Italy

Greece
Japan

Mexico
South Korea

India

Turkey
Mexico

Venezuela
Colombia
Ecuador

Argentina
Panama

Costa Rica
Nicaragua
Honduras
Paraguay

Chile
Peru

El Salvador

NSA spied on …

As well as …
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Google
Brazilian oil company 

Petrobras
Al Jazeera

Media Network
Saudi Arabia’s

Riyad Bank
Chinese tech company 

Huawei

French Ministry of 
Foreign Affairs

Society for Worldwide 
Interbank Financial 
Telecommunication 

(SWIFT)
International Atomic 

Energy Agency
European Union 

embassy
United Nations
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In addition, NSA spied on …
✓ Brazilian president Dilma Rousseff
✓ Mexican president Peña Nieto

(then a candidate)

NSA sought information on:
Oil, energy, & trade
Corporate espionage
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Hacker News commenter:
“My takeaway from today’s articles:

they’ve backdoored the software,
they’ve backdoored the hardware,

they have a database
of stolen private keys,

they’ve tapped all the cables,
they have zero-days

for pretty much everything.”

https://news.ycombinator.com/item?id=6338365
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September 7, 2013
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Operating systems
✓ BlackBerry
✓ iPhone
✓ Android

Data
✓ Contact lists
✓ SMS traffic
✓ Notes

✓ Location information
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NSA sends Israel “Raw Sigint”:
“unevaluated and unminimized
transcripts, gists, facsimiles,

telex, voice
and Digital Network Intelligence

metadata and content.”
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NSA does not filter data in advance:
“NSA routinely sends ISNU

[the Israeli Sigint National Unit]
minimized and unminimized

raw collection”
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When Israel finds
data about a U.S. citizen
“ISNU must inform NSA 

immediately”
Israel is allows to retain

“any files containing
the identities of U.S. persons

… for no more than one year.”
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However, Israelis are required
to “destroy upon recognition”

any communication
“either to or from

an official of the US government”
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Senior NSA official in 2008:
“On the one hand,

the Israelis are extraordinarily good
Sigint partners for us,

but on the other,
they target us

to learn our positions
on Middle East problems …

A [National Intelligence Estimate]
ranked them as

the third most aggressive
intelligence service against the US.”
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Want to know the whole story?
Al Jazeera America

“Timeline of
Edward Snowden’s revelations”

http://america.aljazeera.com/
articles/multimedia/timeline-

edward-snowden-revelations.html
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Want to help?
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Amendment IV
The right of the people to be secure

in their persons, houses, papers, and effects,
against unreasonable searches and seizures,

shall not be violated,
and no Warrants shall issue,

but upon probable cause,
supported by Oath or affirmation,

and particularly describing
the place to be searched,

and the persons or things to be seized.
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Exceptions to warrant requirement
✓ Consent
✓ Plain view

✓ Incident to a lawful arrest
✓ Exigent circumstances
✓ Places that merit

low levels of protection
(open fields, cars, borders, &tc.)
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Charles I, 1625-1649
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American Colonies
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James Otis:
“A man’s home
is his castle.”
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Then
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Now
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Law
is like

CONCRETE
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Olmstead v US (1928)
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Olmstead v US (1928)
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US v Katz (1967)
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Kyllo v US (2001)
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Kyllo v US (2001)
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Kyllo v US (2001)
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U.S. v Jones (2012) 
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U.S. v Jones (2012) 
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Civil
Liberties
& Crisis
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Cicero:
Inter arma enim 

silent leges
(In times of war, 

the law
falls silent)
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1861
President Lincoln

suspends Habeas Corpus
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World War I
Espionage Act
Restrictions on

German & Russian immigrants
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WWII
Internment of Japanese Americans

Military Tribunals
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Cold War
Surveillance & investigation

of political groups
House Un-American
Activities Committee
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Vietnam War
& Civil Rights Movements

Targeting of protesters
Expansion of FBI powers
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9/11
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How is
9/11

different?

Sunday, October 6, 13



Technology…
✓ changes how threats operate

✓ changes how governments respond
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Nature of threats different
✓ Non-state-sponsored
✓ Less hierarchical

✓ Dispersed
✓ Anonymous
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Our response is different:

Ubiquitous surveillance
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US Government’s
Response
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PATRIOT Act § 215
FISA Title VII § 702

National Security Letters
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2001
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2001

Allows government to get
“any tangible things … relevant to a …

national security investigation …
to protect against

international terrorism
or clandestine intelligence activities”
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Expands TYPES of records

• Before: only hotel, motel, car and truck 
rentals, and storage rentals. 

• Now: "any tangible things (including 
books, records, papers, documents, and 

other items).” 
Before
Only:

✓ Hotel & motel
records

✓ Car & truck 
rentals

✓ Storage rentals

Now
“Any tangible 

things”

Expands types of records

→ 
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Expands TYPES of records

• Before: only hotel, motel, car and truck 
rentals, and storage rentals. 

• Now: "any tangible things (including 
books, records, papers, documents, and 

other items).” 
Before

FBI had to show
“specific

articulable facts”
that the subject 

was a
“foreign power
or the agent of

a foreign power”

Now
Things are sought

for a foreign 
intelligence
investigation

Easier to get FISA warrant

→ 
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Expanded government access
without probable cause of a crime

ü Business documents
ü 3rd party documents

ü Electronic communications
FBI given greater latitude

to go on “fishing expeditions”
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1978 / Amended in 2008
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1978 / Amended in 2008
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1978 / Amended in 2008

Allows government to collect
electronic communications

Targets must be foreign
Must relate to

national security threat
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FISA Court
Appointed by SCOTUS Chief Justice

Meets in secret
Oversees application of FISA
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Foreign Intelligence Surveillance Act

0

750

1500

2250

3000

1979 1982 1985 1988 1991 1994 1997 2000 2003 2006 2009 2012
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1978
Amended in 1986, 1993, 2001, 2006

National Security Letters
Can request only

non-content information, e.g.:
✓ Store purchases

✓ Bank deposits & withdrawals
✓ Phone numbers dialed

✓ Website visits & searches
✓ Sender/recipient email addresses
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Non-expiring gag order
Independent of legal courts

Not a subpoena
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Used by
✓ FBI
✓ CIA

✓ Pentagon

2003–2006
FBI issued 192,499 NSL requests
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There are some tradeoffs involved
… It’s important to recognize

that you can’t have 100% security,
and also then have 100% privacy,

and zero inconvenience.
We’re going to have to make

some choices as a society.
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It is neither desirable
nor is it remotely likely

that civil liberty will occupy
as favored a position in wartime

as it does in peacetime.
The laws will thus

not be silent in time of war,
but they will speak

with a somewhat different voice.

William Rehnquist,
Former Supreme Court
Chief Justice

Sunday, October 6, 13



The solution: encryption
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Who’s the threat?

The guy in the coffee shop?
Corporations?

The government?
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Thieves & Snoops
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The Goal:
Prevent the snoop

from reading your stuff
Not worried about

corporations & the government
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Email over HTTPS
ü Gmail

ü Hotmail Outlook.com
ü Yahoo Mail*

* HTTPS not on by default
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IM
ü Skype

ü Google Chat Hangouts
ü Pidgin or Adium with OTR

(Off the Record)
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Extensions
ü HTTPS Everywhere

ü Force-TLS

Sunday, October 6, 13



Extensions
ü Secure Login Helper
ü KB SSL Enforcer
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VPN
(Virtual Private Network)

encrypts all Internet traffic
in an encrypted tunnel

between you & the VPN server
After that,

it’s not in the encrypted tunnel
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StrongVPN
www.strongvpn.com

$7/month

VPNtunnel
www.vpntunnel.com

5€/month
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No logging!
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Corporations
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The Goal:
Stop getting tracked

by corporations
Not a defense

against snoops or the government
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If you’re not paying for a service,
you’re the product,
not the customer
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Don’t give your data away
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Minimize tracking
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Duck Duck Go
www.duckduckgo.com
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“We don’t send your searches
to other sites.

Or store
any personal information at all.”
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DuckDuckGo
XMPP/Jabber service

http://chnsa.ws/ee
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Ghostery
www.ghostery.com
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1,300+ companies in its database
2,800+ individual tracking elements

✓ Advertiser
✓ Analytics
✓ Beacon
✓ Widget
✓ Privacy
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Disconnect
disconnect.me
Open source

UI not as good
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NAS
Network Attached Storage

A small computer
with hard drives in it

that you control
& can access over the Net
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Transporter by Connected Data
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“Transporter is
a private cloud storage device

for syncing, sharing, accessing,
& protecting your digital life.

No cloud, no fees,
no privacy concerns.

Your files are only stored on your 
Transporters & computers

& mobile devices that you authorize.”
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$190 without hard drive
$300 with 1 TB hard drive
$397 with 2 TB hard drive

www.filetransporter.com
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File storage, versioning,
syncing, & sharing

Contacts, calendars, photo galleries
Apps
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Free & open source

owncloud.org

lifehacker.com/5993596/
how-to-set-up-your-own-

private-cloud-storage-service-
in-five-minutes-with-owncloud
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Government Agents
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Any unencrypted message
sent over the Internet

is being delivered
to every intelligence service

in the world.

Edward Snowden, 
August 13, 2013
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The Goal:
Protect your privacy
from the government

Also helps
against snoops & corporations
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http://xkcd.com/538/

AKA, rubber-hose cryptanalysis
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TOR
Onion routing

Hides
your Internet location & usage
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Sloooooow…

Sunday, October 6, 13



Sunday, October 6, 13



Sunday, October 6, 13



Sunday, October 6, 13



Bruce Schneier:
“We’re already trying to phase out

1024-bit RSA keys
in favor of 2048-bit keys.

Perhaps we need
to jump even further ahead

and consider 3072-bit keys.”
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The problems?
Everyone has to set it up

Everyone has to exchange
public keys

Everyone has to use it
You can’t search

your email or hard drive
Webmail doesn’t support it
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S/MIME
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Secure/Multipurpose
Internet Mail Extensions

2 services
✓ Digital signatures
✓ Message encryption
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Advantages
✓ Much easier to use than GPG/PGP

✓ Email searchable
✓ Works with both

desktop & mobile clients
(& webmail)
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Get your free cert
http://www.instantssl.com/

ssl-certificate-products/
free-email-certificate.html
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OTR
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Off-the-Record Messaging
Encrypted IM

http://www.cypherpunks.ca/otr/s
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IM clients
with built-in OTR

✓ Adium
✓ IM+
✓ Kopete

✓ Gibberbot
✓ Jitsi

IM clients
with OTR plugins

✓ Pidgin
✓ Miranda
✓ Trillian
✓ xchat
✓ Psi
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“Air Gap”
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Bruce Schneier:
“Since I started working

with the Snowden documents,
I bought a new computer

that has never
been connected to the internet.
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“If I want to transfer a file,
I encrypt the file

on the secure computer
and walk it over

to my internet computer,
using a USB stick.

To decrypt something,
I reverse the process.

This might not be bulletproof,
but it's pretty good.”
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Objections
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“If you’re not doing anything wrong,
then you shouldn’t mind

if the government watches you.”

Sunday, October 6, 13



It’s not how you view yourself,
but how the government views you

It decides if you are a threat;
you don’t
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Power corrupts

Absolute power corrupts absolutely
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Quis custodiet custodes ipsos?
(Who will watch the watchers?)
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Cardinal Richelieu:

“If one would give me six lines
written by the hand

of the most honest man,

I would find something in them
to have him hanged.”
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Forever is a long time
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“[C]itizens
who believe

they are law-
abiding may,

in the eyes of 
federal prosecutors,

be committing 
three felonies

each day…”
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Malo periculosam
libertatem quam
quietum servitium
(I prefer liberty
with danger
to peace
with servitude)

Sunday, October 6, 13



Thank you!

Email: scott@granneman.com
Web: www.granneman.com

Publications: www.granneman.com/pubs
Blog: www.ChainsawOnATireSwing.com

Twitter: @scottgranneman

Email: denise@deniselieberman.com
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