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Intro

Ever had a server wake up thinking it’s 

January 1st, 1970?

That’s not just a bad hangover — it’s a recipe 

for broken certificates, failed logins, and 

confused applications. In this talk, we’ll 

explore how Linux keeps time, from NTP and 

chrony to stratums, time zones, and the 

infamous “watch problem.” Whether you’re 

syncing with GPS, hardening security, or just 

trying to keep your logs honest, you’ll leave 

knowing how to make your systems tick like 

clockwork — all without needing 1.21 

gigawatts.
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About me

• Scientific Software Scientist by day

• Linux nerd by night

• User since 2003

• https://denner.co

• President of CIALUG
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https://denner.co
https://denner.co


Why does time matter?
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Security (TLS, 
Kerberos)

Logging distributed 
systems

compliance. Licensing



NTP fundamentals
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UTC vs 
TAI

Leep 
Seconds

Stratums
3 watch 
problem
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NTP fundamentals

• UTC vs TAI

• Leep Seconds

• Stratums

• 3 watch problem

9/10/2025
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A man with a watch knows 
what time it is. A man with 
two watches is never sure.

Segal's Law

              
8



Time Sources

• Public

• Private

• Why need to trust

• Local

• Where to get your time?

9/10/2025
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How do we keep time in linux?
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xkcd: Standards

https://xkcd.com/927/
https://xkcd.com/927/


Systemd-timesyncd

• SNTPD “Simple” client built on system

• Default on Debian, Ubuntu*, Arch et.al.

• Client only

• Lightweight

• Auto fallback

• Network aware

• Boot time correction

• “Good enough”
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NTPD

• 1985 NTP protocol Dr David Mills

• 1990-2000 Ntpd was the standard

• 2010 A shift to chrony

• Now:

o Ntpd is still maintained and alive but slow development

o Legacy and enterprise

o Most use chrony and systemd-timesyncd
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Chrony

• Fast & acurate

• Offline support

• Power Efficent

• Security

• Flexible

• Monitoring tools
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^* Current
^? No response (yet)
^_ online but not selected
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Chrony and broadcast ntp

9/10/2025
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• Nope… multicast does exist… my cool hardware wasn’t smart enough…

• I forgot what ip address I was using (er ok I didn’t but lets just say…)

• What do I do to listen for the broadcasted time to set… 



Searching for time

sudo tcpdump -i <interface> port 123 

-vv

9/10/2025
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Chrony vs NTPD

Feature Chrony ntpd

Accuracy More accurate, especially on systems 
with variable network latency or 
intermittent connectivity

Good, but less adaptive

Startup Sync Syncs time quickly at boot, even before 
network is fully stable

Slower to sync at startup

Offline Handling Can track time even when offline and 
correct drift later

Less effective offline

Power Efficiency Designed for laptops and mobile devices 
(handles suspend/resume well)

Not optimized for power-saving 
scenarios

Configuration Simplicity Easier to configure and manage More complex and legacy-style 
config

Security Supports NTS (Network Time Security) 
for encrypted NTP

Limited or no NTS support

Active Development Actively maintained and modern Legacy software, slower updates

Broadcast/Multicast Support Limited or disabled in some builds More mature support (but less used 
today)

9/10/2025
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Timezones

• timedatectl status

• timedatectl list-timezones

• sudo timedatectl set-timezone America/Chicago

• ls -l /etc/localtime

• zdump -v /etc/localtime | head -n 10

9/10/2025
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People assume that time 
is a strict progression of 
cause to effect, but 
actually from a non-linear, 
non-subjective viewpoint, 
it's more like a big ball of 
wibbly wobbly, timey-
wimey stuff.
--The Doctor 
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Time Zones-Time is hard (easy edition)

• A day is always 24 hours?

• Febuary is always 28 days

• UTC offset can be -12 to +12

• One offset = one time zone

• Time zones never change

• All countries have one time zone

• DST rules are consistent

• Leap Seconds are predictable

• All time zones are whole hours
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Time Zones-Time is hard (hard 
edition)

• Some minutes can have 61 seconds

• Leap second smearing

• Some days never happened

• Excel Treats 1900 as a leap year

• Year 2038 – Today’s Y2k

• Year 2100 is not a leap year

• Negative leap seconds

• 24:00 timestamps are ok

• Bombay time historically weird 
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UTC-12 (AoE)

• No permanent residents

• ETC/GMT+12

• Latest-on-Earth

• Good edge test
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UTC+14

• Kiribati 

+ 33 atolls over 3.5 million sq km in pacific

+ Technically 26 hours ahead of utc-12

9/10/2025
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Questions?
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