
Conside r th e se  ite m s:

19 9 0: Estim ate d D iscove ry Tim e
Eigh t (8) ch aracte rs, [uppe rcase  
le tte rs and digits only] m ak ing 
2,800,000,000,000 possible  
com binations, w ould tak e  
89 0,000 years to bre ak .

2001: Estim ate d D iscove ry Tim e
Eigh t (8) ch aracte rs, [uppe rcase  
le tte rs and digits only] m ak ing 
2,800,000,000,000 possible  
com binations, w ould tak e  10.7 
m onth s to bre ak .

2005: On length  of Passw ord
"A passw ord sh ould be  at le ast 10 
ch aracte rs [m ixe d case , digits and 
punctuation] long..."
Bob Toxin, Linux Se curity, Inse cure  
Magazine , pg 17, April 2005

2005:Estim ate d D iscove ry Tim e
O racle  passw ord h ash ing: Eigh t 
(8) ch aracte rs [uppe rcase  le tte rs 
and digits only] in 39 .3 days 
[Estim ate d discove ry in 20 days] 
using a standard Inte l Pe ntium  4 
2.8 Gh z w ork station.

h ttp://w w w .sans.org/rr/special.ph p

Im portant for Se curityW h at is a Passw ord?
It is a se cre t com bination of le tte rs and num be rs th at 

ve rifie s your ide ntify to th e  com pute r.

Re m e m be r th e  follow ing tw o principle s
Protect your passw ord.

Don’t w rite  dow n your passw ord - m e m orize  it.  In particular, 

don’t w rite  it  dow n  and  le ave   it anyw h e re , and  don’t  place  

 it in an une ncrypte d file !  Use  unre late d passw ords for syste m s 

con-trolle d by diffe re nt organizations.  Don’t give  or sh are  your 

passw ord, in particular  to  som e one  claim ing to be  from  

com pute r support or a ve ndor.  Don’t le t anyone  w atch  you 

e nte r your passw ord. Don’t e nte r your passw ord to a com pute r 

you don’t trust or if th ings Use  th e  passw ord for  a  lim ite d 

tim e  and ch ange  it pe riodically.

Ch oose  a h ard -to-gue ss passw ord.

O n Unix/Linux passw d w ill try to pre ve nt you from  ch oosing a 

re ally bad passw ord, but it isn’t foolproof; cre ate  your 

passw ord w ise ly.  Don’t use  som e th ing you’d find in a 

dictionary (in any language  or jargon).  Don’t  use   a nam e  

(including th at of a spouse , pare nt, ch ild, pe t, fantasy 

ch aracte r, fam ous pe rson, and location) or any variation of 

your pe rsonal or account nam e .  Don’t use  acce ssible  

inform ation  about  you  (such   as your ph one  num be r, lice nse  

plate , or social se curity num be r) or your e nvironm e nt.  Don’t 

use  a birth day or a sim ple  patte rn (such  as back w ards, 

follow e d by a digit, or pre ce de d  by a digit. Inste ad, use  a 

m ixture  of uppe r and low e r case  le tte rs, as w e ll as digits or 

punctuation.  W h e n ch oosing a ne w  passw ord, m ak e  sure  it’s 

unre late d to any pre vious passw ord. Use  long  passw ords  (say 

 8 ch aracte rs long).  You m igh t use  a w ord pair w ith  

punctuation inse rte d, a passph rase  (an unde rstandable  

se q ue nce   of  w ords),  or  th e   first  le tte r  of  e ach   w ord  in  a 

passph rase .

 

Th e se  principle s are  [m ay be ] partially e nforce d by th e  syste m , 

but only partly so.  Vigile nce  on your part m ak e s th e  syste m  

m uch  m ore  se cure .

Aw are ne ss
Passw ords are  th e  front door.

Passw ords se rve  as a se curity m e asure  against unauth orize d acce ss 

to data.  H ow e ve r, th e  com pute r can only ve rify th e  le gitim acy of 

th e  passw ord, not th e  le gitm acy of th e  use r.  Th e  w e ak ne ss of 

passw ords is th at th e y can ofte n be  forgotte n, stole n or accide ntly 

re ve ale d.

Re sponse
W h at m ust you do?  You m ust buy into th e  ne e d to use  passw ords 

and use  th e m  corre ctly.  You h ave  to unde rstand and acce pt th at 

passw ords are  im portant, ne ce ssary and e ffe ctive .  Th is re q uire s 

discipline  and w ork ing w ith  th e  inconve nie nce  of using good 

passw ords.

W h y do passw ords m atte r?
Most syste m s are  crack e d (brok e n into), root (unre stricte d 

adm inistrator le ve l) acce ss gaine d, by m e ans of using a norm al 

use r account.

Use r Re sponsibilitie s:
Do not sh are  use r accounts.
Select a good passw ord and k e e p it private.
Log off w h e n not using th e  com pute r system .
Use  file  pe rm issions on file s and d irectorie s (folde rs).
Notify System  Adm in if passw ord com prom ise d.
Syste m  Adm inistrator Re sponsibilitie s:
Teach  Use rs
Teach  M anagem ent (Use rs th at set policy)
Secure  Th e  System



Passw ord Guide line s 
for Be ginne rs

Brough t to you by th e

St. Louis Se curity Group
w w w .sluug.org/security

A Special Inte re st Group of th e

St. Louis Unix Use rs Group (SLUUG)

w w w .sluug.org

Th e  Se curity SIG m e e ts on th e  4th  W e dne sday of m ost m onth s Start tim e  is 6:30 

PM , stop tim e  is 8:00 PM , out by 8:30 PM.  Se ssions usually include  H ands on 

Lab using both  M icrosoft W indow s XP and Unix (GNU/Linux) PC w ork stations. 

Th e   UM -St. Louis M icrocom pute r Program   provide s th e  training lab room s and 

com pute rs for th e se  h ands-on se ssions. Th e se  facilitie s are  at th e  W e st County 

Com pute r Ce nte r ne ar Inte rstate  270 and Manch e ste r Road at 1710 De e r Track s 

Trail, Suite  # 240, St. Louis, MO  63131.

Linux©  is copyrigh t by Linus Torvalds.  M ade  w ith  Linux and Scribus (w w w .scribus.net) 
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Good Passw ords

H ow  to Ch oose  a Good Passw ord
Unde rstand problem s.
Avoid com m on m istak e s.
M ak e  th em  e asy to rem em b e r.

Guide line s:
1 Don't use  passw ords th at consist of e asily obtainable  

pe rsonal inform ation, such  as your addre ss, ph one  

num be r or date  of birth . Also avoid using com m on w ords 

found in a dictionary.

2 De vise  passw ords of at le ast e igh t ch aracte rs consisting 

of uppe r and low e r case  le tte rs, num be rs, and sym bols, 

for e xam ple : W Ele @ rN?.

3 Use  a diffe re nt passw ord for com pute r syste m  or e ach  

se rvice  you re giste r w ith .

4 Ide ally, a passw ord sh ould be  e asy to re m e m be r. 

H ow e ve r, th e  re ality is th at h aving m ultiple  passw ords 

be com e s confusing--w h ich  passw ord is for w h ich  site ? If 

you ne e d to re cord your passw ords, store  th e m  in a se cure  

location. A pie ce  of pape r in th e  top draw e r of your de sk  

is te m pting fate . Eve n w orse  is a Post-It note  on your 

m onitor.

5 Ne ve r disclose  your passw ord.

6 For se nsitive  accounts, such  as financial se rvice s, ch ange  

your passw ords fre q ue ntly. W e  re com m e nd e ve ry tw o 

m onth s. 

Bad Exam ple s:
xyzzy - se cret w ords from  gam e s, m ovie s, book s
240H IK - m y ve h icle  license  plate
W inston - nam e s, unusual or oth e rw ise
sw e etpea -nam e  of pet, pe rson, project
Sony15sf - m onitor on m y d e sk
qw e rty123 - k e yboard se quence
More  Bad Exam ple s:
m x1234z - too sh ort (sh ould b e  at least 8 )
sections - w ord in d ictionary
snoitce s - reve rse d  d ictionary w ord
secrets3 - d ictionary w ord w ith  num be r tack e d  on
53cti0n5 - w ord w ith  5 for s, 3 for e , 0 for o
Good Pass Ph rase  Exam ple s:
2Old4U2c - License  plate  vanity style  - m em orable
Ott4fss8 - One ,Tw o,Th re e ,4,Five ,Six,Seven,8
Nw h 4iie 8 - oNe ,tW o,tH re e ,4,fIve ,sIx,sEven,8
itM c?GiB - is th at M y coat? Give  it Back
Be tte r Pass Ph rase  Exam ple s (Longe r is Be tte r):
2Em bp,1ib  - 2 Eleph ants m ak e  bad pets, 1 is b ette r
M rci7yo2d! - M y rusty car is 7 years old 2 day!

Re source s:
Passw ord Guide line s:

h ttp://se curity.fnal.gov/Use rGuide/passw ord.h tm

Passw ord Se curity- A Sam ple  Guide :

h ttp://w w w .um ich .e du/~ policie s/pw -se curity.h tm l

Passw ord Guide line s - A Policy Exam ple

h ttp://w w w .m icrosoft.com /ntw ork station/tech nicalre source s/PW Dgu

ideline s.asp

Se curity Passw ord Guide line s- Anoth e r Exam ple

h ttp://w w w .tcnj.e du/~ it/se curity/passw ords.h tm l

Guide line s for ch oosing a good passw ord

h ttp://w w w .lock dow n.co.uk /?pg=passw ord_guide & s=article s

Ge odSoft H ow  To: Crack ing Passw ords Te ch inq ue s

h ttp://geodsoft.com /h ow to/passw ord/crack ing_passw ords.h tm

Passw ord Re cove ry Spe e ds - H ow  Long W ill Your Passw ord Last

h ttp://w w w .lock dow n.co.uk /?pg=com b i

An introduction to 
Passw ords:

th e  k e ys to le t auth orize d use rs w ork , 

k e e ping oth e rs out.




